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ABSTRACT

This review examines how the Internet of Things (IoT) can strengthen the community development
programs of Higher Education Institutions (HEIs) through the lens of Society 5.0—a human-centered,
technology-driven vision that leverages innovation to address social challenges. Positioned within the
broader shift toward Community 5.0, the study explores how IoT, alongside AI, blockchain, and
data-driven systems, can enhance inclusivity, sustainability, and well-being in community engagement
initiatives. Guided by the DNA Community 5.0 Framework, the review employs categorization, initial
outcome mapping, and quality assessment to synthesize published and unpublished literature on Society
5.0, IoT, community development, and Information and Communication Technology (ICT). Findings
highlight the potential of integrating IoT with blockchain to support secure, interoperable community-
based applications, though further research is needed on wireless networking and AI-driven optimization.
The study also demonstrates how Human-Centered Design and the Web Engineering Process Framework
can be embedded into HEI extension programs to ensure that technological solutions remain responsive
to community needs. The resulting Community 5.0 Conceptual Framework positions HEIs as key enablers
of societal transformation, aligning institutional CSR mandates with long-term, technology-supported and
sustainable community empowerment.

RESUMO

Esta revisao bibliografica apresenta estudos em que a Internet das Coisas (IoT), uma rede de dispositivos
inter-relacionados que conectam e trocam dados, é integrada aos programas de desenvolvimento
comunitario de Instituicbes de Ensino Superior (IES) nas Filipinas. A medida que transitamos para a
Sociedade 5.0, uma sociedade centrada no ser humano assistida por tecnologias digitais, é imperativo
avaliar como a inteligéncia artificial, o blockchain e o big data usados em sistemas comunitarios tém
incentivado a autossuficiéncia e a eficiéncia nas comunidades. Sessenta e duas publicacdes recentes sobre
este topico foram selecionadas com base nos critérios de expertise de autoria, qualidade do desenho da
pesquisa e citacoes, incluindo impacto geral de bancos de dados de pesquisa proeminentes. Esta pesquisa
complementa as defesas para fortalecer os meios de implementacao e revitalizar a parceria global para a
tecnologia de desenvolvimento sustentavel. Além disso, também contribui para o objetivo mais amplo de
integrar os principios da Sociedade 5.0 nas IES, alinhando-se com as politicas nacionais que enfatizam o
papel das universidades no crescimento econdmico e no desenvolvimento comunitario.
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Introduction

Almost a decade ago, the Internet of Things (IoT) became widely recognized across the
globe, revolutionizing the way devices communicate and interact. It has since played a
transformative role in various sectors by enabling wireless communication between computer
hardware and networks. Through Wireless Communication Protocols (WCPs), the seamless
integration of Internet Protocols (IPs) has allowed for the creation, processing, and
management of real-time information, enhancing efficiency and innovation in everyday
systems. According to Kassab et al. (2020), IoT applications have found their way into
numerous fields such as healthcare, smart shopping, customer support, home automation,
environmental monitoring, and industrial systems demonstrating IoT’s vast and increasing
potential. Given these applications, the author aims to harness the power of 10T in this major
project as a key technology for achieving sustainable and inclusive community development.

In alignment with the Commission on Higher Education Memorandum Order No. 2
Series of 2016 (CHED CMO No. 2 S2016), and pursuant to Republic Act 7722, Philippine
higher education institutions (HEIs) are envisioned not only as centers for academic excellence
and cultural preservation but also as vital agents of national progress. HEIs are called to take
on broader responsibilities as research and development hubs, as catalysts for innovation, and
as key participants in building a globally competitive human capital. It is within this framework
that HEIs are encouraged to actively design and implement community-based programs that
extend their knowledge and technological capacity to address real-world social challenges.

Moreover, HEIs are mandated to collaborate with local communities to promote
empowerment and self-sufficiency through inclusive programs. Frias,H.S., et al. (2025)
Through community engagement and service-learning initiatives, universities create
opportunities for learners to apply theoretical knowledge to real-world situations while
fostering empathy, leadership, and civic participation. These programs serve as dynamic
platforms where academic learning meets community service, allowing students to gain hands-
on experience, develop essential skills, and contribute meaningfully to society. Gavino and
Panganiban (2023) The community extension program and outreach activities act as a bridge
between the community and the university. It is the channel a higher education institution
expands its competence under its program. As volunteers use their discipline knowledge to
address issues in the real world, there is a growing understanding of the benefits of higher
education extension on the teaching and learning process. Through this lens, partnerships
between educational institutions and communities are viewed not as one-way engagements
but as reciprocal relationships that foster mutual development.

To elevate these community extension programs to a new level of relevance and
innovation, this study seeks to integrate Society 5.0 sometimes referred to in its local or

context-driven application as Community 5.0 into the design and implementation of higher
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education outreach initiatives. Society 5.0 is a human-centered vision of the future proposed
by the Japanese government, where technological innovation is not pursued for its own sake,
but rather to solve pressing social issues and improve quality of life for all people. Kale (2025)
Unlike Industry 4.0, which centers on automation and the digital transformation of
manufacturing, Society 5.0 envisions a “super-smart society” that puts humans at the heart of
technological advancement. This includes the use of Al, robotics, big data, blockchain, and
especially IoT not to replace human activity, but to enhance inclusivity, sustainability, and
well-being across all layers of society.

Community 5.0, as a localized application of Society 5.0 principles, emphasizes the use
of emerging technologies to foster intelligent, responsive, and compassionate communities. It
encourages stakeholders especially HEIs to integrate digital technologies into the fabric of local
development, ensuring that no member of society is left behind in the digital age. For example,
through IoT, HEIs can build data-driven systems to monitor health, environmental conditions,
education delivery, and resource management in underserved communities. In turn, these
smart solutions can empower community members to make informed decisions, access better
services, and participate actively in their own development.

As Stahl, B. C. (2023) Digital transformation must be accompanied by ethical
considerations and responsible innovation to ensure technologies benefit society and promote
sustainable development. Yet, as Dluhopolskyi, O., et al. (2024) Society 5.0 represents a
model integrating advanced technologies with human-centred values to create a more
sustainable and inclusive society.

Therefore, the general objective of this paper is to critically review recent literature on
IoT and its role in developing community-based systems for higher education institutions, in
alignment with the principles of Society 5.0. This study explores both published and
unpublished resources that focus on Society 5.0, IoT, community development, higher
education, and ICT. It also builds upon the author’s earlier works “A Community Development
Program Framework for Higher Education Institutions in Society 5.0” and “Blockchain as a
Baseline Technology for Community Development Program of Higher Education Institutions
in Society 5.0: A Literature Review” with the goal of shaping a future where HEIs act as the

bridge between innovation and inclusive, empowered communities.

Methodology

To further pursue the author’s main objective, the researcher built upon the previous
work, the DNA Community 5.0 Framework as shown in figure 1, by utilizing a comprehensive
set of reviewed literature. This literature set included sixty-two (62) recently published and
unpublished journals, books, and articles. In this methodology, quotation statements related

to Society 5.0, the Inter
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net of Things (IoT), higher education institutions (HEIs), human-centered design, and
community development programs (CDPs) were carefully examined and analyzed. This
approach ensured a thorough evaluation of relevant concepts and perspectives from both

established and emerging sources.

Figure 1.

DNA Community 5.0 Framework (De Guzman, 2025)

Title
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Categorization

Data collection for this study involved a systematic filtering process, wherein relevant
information was identified using specific keywords. The keywords utilized included “Society
5.0,” “Internet of Things (I0T),” “Community Development,” “Higher Education Institutions,”
and “Information and Communication Technology (ICT).” These keywords were carefully
selected based on a thorough review of the literature to ensure their relevance and alignment
with the research objectives.

Prior to the actual data gathering, the chosen keywords were encoded into a Microsoft
Form, which served as a standardized tool for organizing and capturing data entries. This

approach facilitated a more structured and efficient screening process, allowing the
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researchers to consistently identify and select studies and resources that matched the thematic
focus of the research. By employing these pre-determined keywords and utilizing a digital
form, the study ensured both the reliability and replicability of the data filtering process.

Imnitial Outcomes

The data encoded in the form was meticulously sanitized by cross-checking it against
the original papers to ensure accuracy and correctness of the content. To prepare for quality
assessment, the data was substantially reduced to include only the most critical key statements.
Leveraging ICT tools such as spreadsheet software, the author constructed comprehensible
tables that were ready for quality assessment. This allowed the researcher to effectively
demonstrate the importance of 10T in developing a community-based system within higher
education institutions for Society 5.0.

Quality Assessment and Final Outcome

According to Taylor et al. (2020), part of the methodology of the research is the quality
assessment. The author checks the relevancy of each quotation statement in every paper
filtered during the categorization process to align with the research objectives. However,
instead of analyzing all sixty-two (62) papers, the researcher selectively identified the most
insightful literature and significant quotations during categorization.

Moreover, the researcher independently and carefully analyzed all quotation
statements for their relevancy to the research objectives (De Guzman, 2025). Traditionally,
potential researchers had to painstakingly read, collect, and study all reference materials
before conducting a substantive review of related literature. After gathering a substantial
review of related literature, researchers analyze further to develop a framework or determine
essential tools that contribute to achieving the main goal of integrating "Society 5.0" into

Higher Education Institution’s Community Development Program.

Results and Discussion

Categorization Results

Table 1 presents the twenty-two (22) filtered papers, including their titles, authors,
copyrights, and keywords. These filtered papers serve as the foundation for the results and
analysis in this literature review. It is important to carefully examine these papers in relation
to the general objective of the study. A key consideration is the number of quoted statements
in each research paper; the greater the number of quoted statements, the more significant the

paper's contribution to the review.
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Table 1. Titles and other details of IoT filtered papers

. Year of
C lete Title of Research Author: L
Omplere 1100e o Arc uthor's Publication
Intemnet of Thmgs for Sustamzables Comnmumty (nancarlo Fortino, Fande, Antonio Lictta, 2020
Development Wiraless Commrmmcations, Sensing, and  Edinburgh
Systems
Society 3.0: For Human Security and Well-Bemg Serpancs, Dimitrios 2018
A Iterature review: efficacy of online leaming Castro, Maylaen Doreasz B. 2018
courses for higher aducation metitutions nzing meta-
analysis
A Bvstematic Literature Feview of Blockehain Cvber  Tavler, Paul J., Dargahi, Toozka, 01s
Secarity Dishghantanha Al Panz Reza b,
A gystematic hiterature review on the Intemet of things  Kaszab, hMohamad, DeFranco, Joamna, 2018
1n education: Benefits and challengaz Laplante, Phallip
Blockcham m agricultura Kalimans, Andreas, Cole lan, Prenafata- 2018
Bolda, Francese 3.
- EBlockcham Secumity az "People Secunty”: Apphing Mabben, Kelzie 2021

Sociotechnical Security to Blockcham Tachnolozy
Elockehain and loT-based archutecturs desizn for Lin, Jun, Long, Wen, Zhans, Anting, Chai, 2020

imtellactual proparty protection Yueting

Blockcham for the Internet of Things: a Systematic Conoscentt, Marco, Vetro, Anfomo, De 2016

Literature Raviewr Mlartin, Juan Carloz

EBlockcham mmplementation for loT devices, Pavlowie, Mikola, Sarac, Marke 2021

EBlockehain of Things

Elockchamn teckneology in the future of buziness cyber  Demirkan, Sebahattin, Demirkan, Iram, 2020

security and accounting MeKea, Andrew

Impact of lot on social imovation m Japan Temitave, Shenkova, Che Das-Woo 2018

Information Security m Higher Education: A Hwee-Joo, Kam, Parrm, Eaterattanalml 2014

MNao-Institutional Perspective

Intemnet of Things and supply chain manzsement: 2 Ben-Dava, Mohamed, Hazsmi, Elkafi, 2017

literature raview Balroun, Ziad

Intemnet of Thmgs: Architecture, Apphieations and Hussam, Mubashir, Sagib, Mohammad 2021

Challenges

Sustaimahbility Stratezy in Higher Education Famisio, Paulo I, Costa Pmte, Lizia M., Pl

Institutions: Lessons lsamed from a mme-year Gowrvala, Muno, Costa,

Total Cruality hManagemant & Business Excallence Manatos, hMaria I., Samico, Claudia 5., Kosa, 2015
Miaria T.

IoT Commumity Technelztes: Leaving Users to Ther  Balestria, M, Diez], T, Marshall P, 201=

COrum Devices or Orchestration of Engagement? Gluhak, A Fogers, Y.

Tha Iiodel of State Manazement of Economry puthe Popkova, Elena & 2019

Bazis of the Intemet of Things

IoT mformation sharmg security mechamsm based on 51, Haping, Sun, Changzaz, Li, Yanhng, 2019

blockehain teckhmology (Hae, Hongbo, Shi, Lei

Society 5.0: balancing of ndustry 4.0, economic Vajko Potoean, hatjaz Mulej and 2020

advancement and social problems Zlatko Nedelko

IT Govemance m Higher Education Instiutions: A Ehowa, Medhlh, Eodriguez, [smaal, 2018

Systematic Litersture Beview Bouassida, Halima Youssaf Ben,
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Initial Outcomes and Selection of Significant Papers

The analysis of Table 2 highlights the categorization of filtered papers based on the
number of quoted statements. Specifically, this process identified papers with more than three
(3) quoted statements, which were considered more significant in contributing to the
objectives of the study. As a result, nine (13) out of the twenty-two (22) filtered papers were
determined to be highly significant. These papers stand out due to their substantial content
and relevance, providing valuable insights that align closely with the study's focus on Internet
of Things (IoT), and their integration into community development programs of higher

education institutions with Society 5.0.

Table }a. Trtles and other detailz of IeT filtersd papers
Quotation Statement 1

No Complete Title of

Research Quotation Statement 2 Quotation Statement 3

1 Internet of Things for  The Intemat of Things has The razaarch i Infernet of Thiz IoT approach in enarsy
Sustainzhle strong potential to foster the  Things for sustaimabily has a syztems i envizionsd to
Comnmmity creation of thezs cross- vital role to play in shaping the  enhance the bidirectional
Devalopment dizerplinary nesct-generation finture of our commumity as they  imterchangze of neteork
Wiraless sensing and cormmumication  mmet create a research and services m grid by uzing
Commmmications, syvetems nzng IoT. education ecosvstem promotmz Intemet of Things in gnd
Senzmgz, and Svetams impactfl solutions-orentad that wall result m enhancad

zelenes to help citizenry, svetem resilisnce, reliable
government, mdustry, and other  data flow, and connectivity
stakehelders work optmization.
collaboratively to make

mformed, socially responzible,

seience-based decisions.

2 Soctety 5.0: For The Japaneze Cabmet’s CPS can bndze different The kev to maplementing
Human Security and  Society 3.0 imtiative sectors, couniries, regions, and  Society 5.0/8DGs 15 that
Well-Bemg envizions the creation of 2 societias that otharwize tend to stakehelders share and

Super Smart Socisty—a be dividad. address the challengasz
sustamabls society whers togethar by Sully utilizing
vanous typas of values are the potential of CP3.
comnected through CPS and

where people can I m

safety, security, and comfort.

3 A Iterature review: Online laaming programs From the student perzpective, From an mstitutional
efficacy of online are an important strategvto the comvenience of online perzpective, online
leaming coursss for Inprove course access and leammg 1= particularly valuable  modalities allow collages to
lugher education flexibility in a higher to adults with multipls offer additional courses or
mstitntions using educzhon metitution, responzibilities and highhr course sactions to their
meta-analveiz ezpecially m universitias, schedulad Irves; thus, onlme studants, mereazing studant

with benefits from both the leammgz can be a halp to access to regquired courses.
student perspactive and the workforce development helping  Finally, fo maintain or
mstrtutional perspactrva. adults to retum to school and mcTezse anrolments,
complate additional education mwniversities must ba
that othermize could not fit into responsive to the needs and
their daiby ronfinaz. dernznds of their shedents
and believe that their
studants nead the flambality
of onlme leammngz
4 A syztematic The advances in senzors, The education dornaim 15 net an /e also argued that the
literatira raview on nznoelectronics, smart excaption. Although [oT n potential of IoT to improve
the Intermet of things ~ objects, clowd computimg, education 15 2 new conceptual educational outcomes neads
m education: Benefits  Big Data, and paradizm and 1t 1= =hll m its to be moderatad with
and challanzes cormmumication on a wide starting phase, IoT 1= zet fo att=ntion to the important
seale will maks pmovation tranzform the education domain  challenzes uneovered in this

confmueons in loT, and it will
clout a great mumber of

domains.

i1 many ways m the near fiuture.
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Eegratizbly, several cases of

Thesa external pressures

in Higher Education:  data leakage have oconrrad data leakage have oconrrad at may serve as a powarful
A Weg-Institutional at higher education higher education metifutionz in~ foree drving higher
Parspactrve institutions m the Unitad the United States. education metitutions m tha
States. United States to attam
mformation security.

& Intemet of thingz and ~ Intemet of Things (ToT), one  The Intemat of Things 15 2 Farraira, Martimhe, and
supply chain of tha late=t IT network of physical objects that Dommgzos (20100 defined
manzgement: 2 developments, 1= 2 new IT are digrtally commacted to sense,  the logistics functions of
literatura review revelution providing a monitor and interact withm 2 differant mternet of things m

paradizm shift in several company and betaeen the terms of identifymz, tfracmg,
areas meluding SChL company and its supply chain location tracking,

enabling agility, vizibility, menitoring, real-tima

tracking and information responsivensss and

sharing to facilitate timely optmization.

plamming, comtrol and

coordmation of the supply cham

processes,

7 Internet of Things: Intemnet of Things, a systern Eather to num from machine to Internet of Things aquips a
Architectura, of mterconnected devices, mazchine grving them commands  mmltitude of domains and
Applications and was first comed by Kevin to do work, with tha millions of devices with
Challengasz Achton in 1995, intervention of the intemet of comactivity every day

things these davices can
interact, collaberate and leam
from the experiences of one
another just ke himans do.

& Sustamability Higher Education Az 3 result, Sustamakality Bazed on the findmgs 1t 15
Stratesy m Highar Inshitutions have the vizion,  Value: need to be mcorporated  pozzible to derrve some
Education the knowledge and the 1n Higher Education impertant lessons for the
Instihitions: Lessons  power to lead this transttion,  Institubions’ mizsion and implementation of
leamed from anma-  and to mducs the changes practice. Sustamzbilify Strategies m
vear caza study towards thiz new paradizm. Higher Education

g Total Quahity Theoretically, we balieve
Managament & this second pomt to be a
Businesz Fxcellenca  general trend in the

evolution of the quality

mznagement literature, and
empirically it represents a
trend for quality
mznzagement primciples and
practices in governance and
manzgement systems of

Quality Assessment and Final Outcome: Conceptual Framework of
Integrating “Society 5.0” in Higher Education Institution’s Community
Development Program (Community 5.0 Framework)

Using the two previous research studies by the author titled A Community
Development Program Framework for Higher Education Institutions in Society 5.0 (DNA
Community 5.0 Framework) and Blockchain as a Baseline Technology for Community
Development Program of Higher Education Institutions in Society 5.0: A Literature Review,
and pursuing the main goal of integrating "Society 5.0" into Higher Education Institutions'
(HEI) Community Development Programs, this conceptual framework was established with
the support of this literature review.

Using Design Thinking’s Human-Centered Design (HCD) Framework as a base, the

author developed the framework presented in Figure 2. This structured framework integrates
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Society 5.0 principles into HEIs' community development programs, divided into three phases:

Engage and Inspire, Ideate and Plan, and Develop and Implement.

Figure 2.
Community 5.0 Framework
PHASE 1: Engage and Inspire PHASE 2: Ideate and Plan PHASE 3: Develop and Implement
Initial Engagement Primary Engagement Validating Engagement
i & =
@\ & )
Project Team HEI Programs/Units Survey on their ICT skills Survey related to Community Outreach Cemmunity Outreach
and knowledge related te Maobility, Capacity, Activity C Activity D
s, ty 5.0 technol Accessibility,
Selety B Dtecnelogies Access to Information m
& Well-Being.
. Create a Community-based system s
Jyﬁ' for Community 5.0 (Possible Outcome)
(EERRTIE - (leT Devices and Blockehain enabled Application)
Society 5.0 Partner . o Outreach
Technologies DNA Community 5.0 s Community Qutreach
Framework N, Activity A Activity B Tq\
[ From Phase 1 From Phase 2

to Phase 2 o Phase 3
Data Processing ,‘ / Primary Data Processing Wireles Adcess Point

loT devices
> v {Internet/Tntrane
Research Analysis and Research Analysis and Synthesis
Synthesis in ICT Skills and specific to Mebility, Capacity,
knowledge for Society 5.0 Access|bility, Access to

Information & Well-Being.

D D D Community 5.0 System

Al lhelis CVETP-Ci ity 5.0 ICTTP-C ity 5.0 RTP-C ity 5.0
Expected Output 1 Expected Output 2 0 Expected Output 3
iy

Research Publications, Research Publications, Training Research Publications, Community 5.0 System,
Resgar:h Propasals & Program Modules & Sustainable More Sustainable Community Engagement Projects
Community Engagement Projects Community Engagement Projects and Book in Community 5.0 (Optional)
Community 5.0 — Integrating Society 5.0 in HEI's Community Development Program ICTTP — Information and Communication Technology Training Program
CVETP - Community Volunteer Engagement Training Program RTP — Research Training Program COMMUNITY 5.0 Framework (De Guzman, 2021)

Phase 1: Engage and Inspire

The primary objective of this phase is to engage HEI programs and units with partner
communities to better understand the needs of both parties in integrating Community 5.0.
This phase consists of two sub-phases: initial engagement and data processing.
In this phase, the Research Project Team collaborates with HEI programs/units and
community partners to introduce the concept of Community 5.0 using ICT tools from Society
5.0. Stakeholders collectively process gathered data, resulting in research publication, research
proposals based on their areas of expertise and community engagement projects. The primary
output includes these proposals. Additionally, the Research Project Team conducts a minimum
three-day, two-night immersion to gain insights into real community challenges and establish
sustainable partnerships with HEIs.

Phase 2: Ideate and Plan

This phase involves primary engagement through surveys assessing ICT skills related
to Society 5.0 (Community Outreach Activity A) and aspects such as mobility, accessibility,

access to information, and well-being (Community Outreach Activity B). The data is processed
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through research analysis and synthesis, which is more extensive compared to Phase 1's data
processing activities. Outputs include two quantitative research studies based on Activities A
and B and three training program modules: Community Volunteer Engagement Training
Program (CVETP), Information and Communication Technology Training Program (ICTTP),
and Research Training Program (RTP). These modules are used by HEIs and partner
communities as prerequisites for research projects. Additional research proposals may also
emerge from this sub-phase. These training modules are based on prior research conducted by
De Guzman et al. (2025).

Phase 3: Develop and Implement

Engagement activities are validated through additional outreach efforts (Activities C
and D), leading to the development of a community-based system for Community 5.0. This
system integrates IoT devices with blockchain-enabled applications supported by wireless
access points for Internet/Intranet connectivity as possible outcome. Outputs include research
publications documenting implementation processes and a comprehensive book summarizing
the framework's outcomes. This phase systematically builds upon previous phases to achieve
technological integration and community empowerment aligned with Society 5.0 principles.

As one of the foundations for creating this framework, the insights from Kamilaris et
al. (2018), emphasizing how blockchain can be combined with emerging technologies like IoT
to enhance automation, transparency, and traceability. Similarly, Nabben (2021) notes that
blockchain can be utilized between known parties in applications such as supply chain
management, banking, or IoT systems, solidifying the design of system infrastructure

illustrated in Figure 2.

Conclusion

Based on the conceptual framework developed, there is significant potential for
blockchain technology to be integrated with the Internet of Things (I0oT) to create community-
based application systems. However, Pavlovi¢ and Sarac (2021) note that integrating
blockchain and IoT is not a straightforward process, necessitating further review of related
literature, particularly focusing on wireless networking and Artificial Intelligence (AI).

Additionally, Design Thinking’s Human-Centered Design and the Web Engineering
Process Framework were successfully incorporated into the conceptual framework titled
Integrating Society 5.0 in Higher Education Institution’s Community Development Program
(Community 5.0). This integration supports the use of emerging technologies such as
blockchain, 10T, and AI within HEIs’ community development programs.

Moreover, since Corporate Social Responsibility (CSR) is a requirement for HEIs, many
institutions align their mission and vision statements with societal impact goals. By adopting

Community 5.0 Framework and integrating Society 5.0 technologies like blockchain, IoT, and
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Al into their community development programs, HEIs can establish sustainable initiatives that

promote long-term societal benefits.
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